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Indhold

Nar cloud applikationer, -services og -tjenester bliver tilgaet fra interne og eksterne mobile
enheder oplever vi et stigende behov for identitets- og adgangsstyring for at bevare

sikkerheden pa tveers af organisationen.

Virksomheder drukner i portaler og log filer, hvordan kan vi sikre at sikkerheds ressourcer

kan arbejde mest hensigtsmaessigt.




Popn YN =

Emner og spargsmal vi vil forsgge at besvare

Hvordan planlaegger man sin cloud sikkerheds strategi
Hvordan kan man sikre sine brugere i cloud?

Hvordan beskytter man imod datalaek?

Hvordan overvager man sine forskellige miljger?

Hvor skal man starte?




Hvorfor er det vigtigt at beskytte sine identiteter?

SAS

\‘ II.

RAD OG RETTIGHEDER / PHISHING SAS fejr‘erjubilaeum!
Derfor giver vi 10x last
minute flybilletter vaek!

e . B < ¢y ®

PHISHING og falske beskeder ANDRE EMNER: Rejs for helt ned til 9 kr
Vaelg mellem 5
Modtager du spam, falske mails og beskeder, s3 kan det veere forseg pa > Abonnementsfeeider destinationer!

phishing. Klik aldrig pa deres link, og hold godt fast pa dine penge og
personlige oplysninger.

Klik her: bit.ly/20fcFS4

> Provepakker SAS fejrer jubilaaum!
Derfor giver vi 10x last
minute flybilletter vaek!
> snyd pa nettet Rejs for helt ned til 9 kr
Veelg mellem 5
_ _ destinationer!
o F4 ny viden om forbrugeromradet Klik hE',I’I DL'W’Z f FS-’-']-

- tilmeld dig vores nyhedsbrev

> Kopivarer

> Phishing

SAS fejrer jubilaaum!
Gor som mere end 16.000 danskere . .
f - folg os pa Facebook DErfl’.}r gl\!er Vi 10}( |aSt
minute flybilletter vaek!

, Fa aktuelle tips, rdd og nyheder .
- deltag i debatten pa Twitter m o:l o

https://www.forbrug.dk/raad-oqg-rettigheder/snyd-og-bedrag/phishing



https://www.forbrug.dk/raad-og-rettigheder/snyd-og-bedrag/phishing/

Hvorfor er det viatiat at beskvtte sine identiteter?
Wipro Detects Phishing Attack:

Investigation in Progress

c ‘ ® Not secure J1befe2b1&session=203b3055a596e6a96ce5b7101befe2b1203b3055a596e6a"

Security Experts Weigh In on Who Might Be the Culprit

N2 Goswami (Wgsuparna) - Ap 5,201 @@

Microsoft

Indian IT service firm Wipro on Tuesday said that it has detected abnormal activities on some
of its employee accounts due to an advanced phishing campaign. An investigation is
continuing, the company tells Information Security Media Group.

https://www.forbrug.dk/raad-og-rettigheder/snyd-og-bedrag/phishing/



https://www.forbrug.dk/raad-og-rettigheder/snyd-og-bedrag/phishing/

Hvad kan vi stole
pa udenfor
borgens mure?




Zero Trust

Principper

« Bekraeft Eksplicit
 Brug alle tilgaengelige data punkter I autentifikation

« Brug “Least Privilidged Access”
« Begreens bruger roller, til der hvor det giver mening

« Antag at der er brud
« Minimer spredning og sarg for at sessioner er krypterede




Zero Trust Architecture
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A Password walks into a bar,
Bartender says, "haven't | seen you before ?"
Password says, “Probably, | just got dumped”
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Passwords — Hvad skal vi med dem?

Password Best Practices

 Bloker for "Kendte Ord”
« Vigtigt at have en lgsning man kan tilpasse; “Dansk-IT", “Winter”, “Sommer”

« Hvornar er et password komplekst?
« "WKERrBgQ#3*p" vs "HemmeligHelikopter7913”

 Skal passwords udlgbe?
* Nej, de skal udda.

» Overvag proaktivt
 Bloker for brugere | "pastebins’, kreev altid MFA ved “Impossible travel”




Passwords — Hvad skal vi med dem?




Passwords — Hvad skal vi med dem?

Fido 2 (Fast [Dentity Online

e Standard-baseret Password-lgs autentifikation

«  WebAuthN og CTAP(Client To Authenticator Protocol)
« Standarder der bruges bredt

Public/Private Key Infrastruktur
 Private keys opbevares sikkert pa ngglen

Lokal gestikulation (Biometri, PIN) er pakraevet

Alt data er bundet til den enkelte nggle




ero Trust Architecture
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Implementing Zero Trust for Mobile Devices

Mobile Device
Management (MDM)

Conditional Access:
Restrict access to managed
and compliant devices

Mobile Application
Management (MAM)

Conditional Access:
Restrict which apps can be
used to access email or files

e

Enroll devices for
management

Report & measure
device compliance

Publish mobile
apps to users

Report app
inventory & usage

Provision settings,
certs, profiles

Remove corporate
data from devices

Configure and
update apps

Secure & remove

corporate data within

mobile apps



Zero Trust Architecture
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Information Protection

Locate and classify information anywhere it lives

o

Discover & classify Apply protection Monitor & Accelerate
sensitive information based on policy remediate Compliance

s - & o)

Devices Apps Cloud services On-premises




Hvordan kan det se ud?

CO nfl d e nt | a | ¢ Sensitive information

* Non-sensitive information that is not released to

Internal bl

P u bI |C ¢ Information has been approved for public access
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Hvordan beskytter man sine administratorer?

Privileged Identity Management
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Just in Time Just Enough Privileged Admin

Access Access Workflow Audit-ready

Protect and control privileged access to your organization
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Bringing it all together:

Id . P .d [ [ ]
ntiyProvider — Z7aro Trust based on conditional access controls
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Hvordan?



Hvor skal man starte?

Bruger bliver Brugere skal rammes af Conditional Access,
kompromitteret MFA fra ukendte |dentity Protection & MFA
lokationer
Bruger deler fortrolig data Proces for hvem der ma DLP & Dataklassificering
med eksterne deles med
Admin takeover Begraens administrative Priviliged Identity
roller. Management & RBAC






eIV



Overvagning

Reaktiv eller Proaktiv?

« Har vi ressourcerne til at overvage?
 Forskellige lgsninger = Forskellige dashboards

 Kan vi automatisere vores overvagning og investigations?
« (CASB, hvad, hvorfor & hvordan?

« Kan vi samle al information | ét system?
« SIEM — Er det virkeligt sa sveert at komme i gang med?




Anonymous IP address

Atypical travel
Leaked credentials
Malware linked IP address

Unfamiliar sign-in properties
Unfamiliar sign-in properties

Admin confirmed user
compromised

Malicious IP address
Impossible travel

Suspicious inbox manipulation rules

Tor or anonymizer VPNs
Travel distance > Travel time
Valid credentials compromised
Botnet linked IP address

Periodicity based unfamiliar properties.

Multiple failed sign-ins in a short time
period

Admin feedback
Valid creds, blocked IP (Sharkfin, etc.)

Inter / intra session travel (MCAS)

Mailbox manipulation (MCAS)



Proaktiv cloud

Cloud App Security Broker

«  Synlighed
« "Shadow IT" skal frem i lyset — Analyser firewall trafik
« Hvad laver dine brugere? — Mistaenkeligt adfeerd

« Compliance
«  Hvor ligger min data?
e QOverholder 3. part vores krav?

«  Sikkerhed
e  Forhindrer "risky” bruger adfeerd
«  Beskyt data i din cloud — Hvad ma gemmes og hvad ma hives ud?




TOP CASB USE CASES

YouTube Twitter

Facebook

Dropbox

Office 365
AWS

Salesforce Azure

o

Unsanctioned apps

b

Assess if your
cloud apps meet
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Sanctioned apps

a

Classify, label and protect
sensitive information

Control and monitor
user sessions in
real-time

Cloud Threats

/4
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Identify and mitigate
malware activities

Detect insider threats and
compromised accounts

- - S<a e ————_
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Discover the compliance Govern
cloud apps discovered apps
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Public/Home Wi-Fi m' m



Proaktiv cloud

Security Information and Event Management

Handtering af logs
«  Central handtering af log filer — Samt retention

Korrelation
« Alarmisystem A, kan relateres med alarm i system B

"Master Dashboard”
« Saml alle alarmer i et enkelt dashboard

Analyser
« Analyser incidents pa tveers af systemer i en visning




Micrasoft Azure

. o . admin@contoso.com
£ search resources, services. and docs ) S, ! st

» Home > Azure Sentinel
+ Azure Sentinel - Overview X
#
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= B Notebooks - oggs )
106K
Most anomalous data sources
@ CONFGURATION
O i Azure AD \/\d_//\v"‘\vl\/
S "9 Potential malicious events &
T e iy N D e
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o 2
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0N 3 ‘
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Leam more >
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